- — YOABERENAEREALXL 2018 W Is v A o
IGUAS si5nos0e8s26trun 2R

Node.js M A H 3 % Bk FE SEUE B 51

A, SR, B, WY, ik, R, B

A Comprehensive Study on Real World Concurrency Bugs in Node.js, ASE 2017
BRI A, wensheng@iscas.ac.cn, http://www.tcse.cn/~wsdou

Concurrency Bugs in Node.|s and Study Methodology
Non-determinism in Node.|S Main research questions

v RQ1. What are common bug patterns of concurrency bugs?
v RQ2. How are concurrency bugs triggered?
v RQ3. How do developers fix concurrency bugs?

1. Non-deterministic
Looper thread worker schedule
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2. Non-deterministic
event triggering

v’ Extract bug information from bug reports
B Source: bug description, developer comments, patches

v' Keep concurrency bugs that can answer the above research
guestions

2. Non-deterministic
event handling

€ Above non-determinism can cause concurrency bugs. €57 concurrency bugs from 52 Node.js projects.

Key FIndings — Bug Patterns

Order violation in Node.|S Atomicity violation in Node.|S
. function addldToArray (ownerName, 1d) {
2. -  return User.findOne( {name: ownerName} ).then(user => |
. var bundle = client.bundle('someBundle'); 3 user. ids.push(id);
2. bundle.create(..., function() // create 1s async b _ return user.save():
3.+ bundle.uploadStr(...); 5 b):
4. }); 6. + db.user.update( {name:ownerName},{$push:{ ids: id}})
5.- bundle.uploadStr(...); // uploadStr is async 7. )
Buggy order Fixod order Buggy interleaving Correct interleaving
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Looper Remote server Looper Remote server :f findOne' :f findOne'
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€ The order intention between two events is violated. € The atomic intention between two events is violated.
30% bugs are order violation. 65% bugs are atomicity violation.
Key FIndings — Bug Triggering and Fixing
Bug triggering FIX patterns
_ _ FIX patterns Order | Atomicity | Starvation | Total
Iriggering scopes Cases #Bugs Adding synchronization 7 7 14
- <=4 o3 Bypassing 5 9 14
Racing events
J > 4 Tolerance 1 4 5
1 54 Switching to atomic APIs 4 4
Involved processes 5 3 Ignoring/retrying 1 2 3
= Moving code 2 2
. <=1 52 —
Racing resources 1 5 Data p_rlvatlz_atl_on 2 2
Changing priority 3 3
Other 3 / 10

€ Most concurrency bugs involve no more than 4
racing events, 1 Node.|s process and 1 racing

€ Most concurrency bugs can be fixed by 8 fix patterns.
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