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NAR-Miner: Discovering Negative Association Rules from Code for Bug Detection
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NAR-Miner: focus on mining negative association rules (A=-—B) to detect bugs that contain unexpected program elements. For A = =B, A and B are frequent
Itemsets, while A U B is an infrequent itemset. Negative rules with low confidence (e.g., lower than min_conf) are filtered out!

support(A U B)
support(A)

confidence(A = -B) =1

Many mined negative association rules are uninteresting, i.e., they do not embody real programming logics. Example: we got
> 180,000 negative association rules and about 310,000 violations initially.

Solve Rule Explosion

d Pruning: Introducing semantic constraints during mining to reduce

negative assoclation rules consist of irrelevant elements
confidence(R)

2. H(g;)

d Ranking: Introducing information entropy ({5 5./#) to measure the
generality of program elements and further measure the
Interestingness of rules. Rank rules according to their
Interestingness

interestingness(R) =

B Rules composed of irrelevant elements
H(g) = Ig(N) z Pi * 10g2(Pi) Rules contain general-purpose elements

@® Interesting rules

Number of Negative Rules # Interesting Negative Rules among Top 200

Target Project Suspicious Bugs  Confirmed Bugs

100

Linux-v4.12-rc6 23 17 S - 30
PostgreSQL-v10.3 2 2 . N 60
OpenSSL-v1.1.1 2 2 0
FFmpeg-v4.3.2 9 9 0 Information Entropy 20
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Total 29 23 NAR-Miner--  NAR-Miner-  NAR-Miner NAR-Miner-- NAR-Miner- NAR-Miner

[ Detected 29 suspicious bug; 23 confirmed (at time of [ Introducing semantic constraints reduces a large U Improve the accuracy of mined rules (1% T 9.5%)

paper publications) number of negative rules (about 90%0) J Improve the accuracy of top ranked rules (9.5% T 46.5%)
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