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Background & Motivation

* Regular expressions (regexes) are widely used 1n different fields of computer science.

* Regexes are hard for users/experts to understand and compose, thus that is why automatic regex synthesis/repair techniques are proposed.

* However, existing works do not consider the 1ssue of ReDoS-vulnerability in regex synthesis/repair.

This motivates the need for techniques that can automatically not only synthesize ReDoS-invulnerable regexes, but also

help repair incorrect and/or ReDoS-vulnerable regexes.

Challenges

Huge search space.

For both regex synthesis and repair, the search space is extremely large because practical regexes:

(1) are large, (11) operate over very large alphabet size, and (ii1)contain various operators.

Difficulty of synthesizing/repairing regexes from examples.

The problem of ReDoS-invulnerable regex synthesis- and repair-from-examples is shown to be an

NP-hard problem.

Approach

Regex Synthesis.

The first problem we target at is to synthesize anti-ReDoS regexes from
positive and negative examples. Given a positive example set S* and a
negative example set S~, the goal is to learn a regex r such that (i) S* € L(r)
and S~ N L(r) = ¢; and (ii) r is invulnerable to ReDoS attacks.

The key of our solution to tackle this problem is the use of deterministic regexes.

In particular, our solution consists of two steps, namely, k-OA synthesis and

regex extraction.

* k-OA synthesis takes the given positive and negative examples as input and
tries to synthesize a deterministic k-OA from the examples via SAT.

« After that, regex extraction marks the synthesized deterministic k-OA and
extracts a marked regex from the marked k-OA, by calling the procedure
Soa2Sore used in Freydenberger and Kotzing's work.

Algorithm 1: SynRegex Algorithm 2: fastKOAZ

Inpul: a positive set S*, a negative set 5™, a value k
Output: a deterministic k-OA A or null

initialize the formula set D « @

Inpul: a positive set ST and a negative set 5~
Outpul: a deterministic regex r with §7 C L(r) and

1
5T N L(r) = @ if solvable for kmax. or null 2 add Deter(k) to D
otherwise 3 for w e §* do
1 for k =1 to kmay do 1 |_ add Pos, (w, k) A Posp(w, k) to D
2 A «— synKOA* (57,57, k) 5 for w € 5~ do
s | if A # null then ¢ | addNeg(w.k)toD
A ro— {}EIIHEEE}:{JR:] 7 Put D in a SAT solver
T 11 th & if D is satisfiable then
& L FT Ml then 9 convert Boolean variables (matrix) to a k-OA A
E |_ relurn r 10 A « prune A wrl. ST and 5
—_ i return /A
7 return null 1z else return i(KOA'(ST, 57, k);

Evaluation

RQ1. Evaluation of regex synthesis.
RQ?2. Evaluation of incorrect regex repair.
RQ3. Evaluation of ReDoS-invulnerable regex repair.

The effectiveness and efficiency of ReDoS-invulnerable regex repair

BFixer FlashRegex

No. Source SL (Sub-)Regex

Repaired (Sub-)Regex Time (s) RV Repaired (Sub-)Regex Time (s) RV
1 OWASP (alaa) (a]aa) 0.098 Vo oat 0.596 1
42 OWASP (ala?)+ (a?)+ 0.133 I a* 0.028 1
3 OWASP ([a-zA-Z]+)* ([a-zA-Z]+)* 0.057 VvV  ([a-zA-Z])* 0.059 1
#4  StackOwerflow (xtat)ty (at)ty 10289 Vo oanty 0183 1
45 snyk (hwt\d+)4C (\wi\d+)4C 0.176 VvV ([A-Za-z_]#\d)+C 0.058 1
46  RegExLib (N, Nd ) *) (v, \dH)#) + 0.196 Vo ANdH(,\di)# 0.427 1
¥7  RegExLib ([@-9a-f1+\d+)* ([@-9a-1+\d+)* 0.204 VvV (([a-F1nd) [\d)# 0.574 1
#8  RepExLib (vt | (vd#y . Adi) ) (hdt ] (Ovd# . ANd) ) 0.158 Vo (L) 0.040 1
49 Davis et al. [14]  \s28?\s5= Wi\ s 0.139 ¥ hsx(Hysx)? 0249 1
410 Davisetal [14]  {\n\s*)+ (\n\s#*)+ 0.004 V  \n\s# 0.052 I
11 Davisetal [14] [$_a=-z]+[$_a-z@8-0-]+ [$_a-z]+[$_a-z@-D-]= 0.003 Vv  [f_a-z1[%$_a-z@-9-]1+ 0061 1
#12  CVE-2009-3277  ((a{1,21{1,2H{1,10} ((a{1,21){1,21{1,10} 15763 WV a{1,40) 555 1
#13  CVE-2016-4055  A(B|C+)+D A(B+|C+)+D 0.162 V  A(B|C)D 0.063 1
#14  CVE-2017-15010 ([*=:;1#)\s*=\s*([*\n\r\@1*) ([*=;\s])\sx=\s#([*\s\8]*) 31534 I ([*=:\s]+)\s*=\s&([*\s\@]+) 5.484 1
#15 CVE-2017-16098 \s&=\sx['"1? *{[\w\-1+) vs#=\sx[ ' "]7 #([\wh-1+) 3218 Vo Asa=\s#(['"] £37([\w\-14) 20.125 I
#16 CVE-2017-16137 A\s#\n\s* [ vAarktywl+inis+ 0368 | [ whuritiw]xinis+ 0543 1
#17  CVE-2017-18214  (\s*7[\u@60@-\udEFF1+){1,2} (\s*?[\u@6@@-\udEFF1+){1,2}  3.270 V  \s*[\u@6@@-\u@6FF1+(\s+[\u@Eea-\ulEFF1+)?  23.074 1
#18  CVE-2018-3737  ([n \t1+([*\nl+))? ([wn At]+([*\n]+))? 183469  V  (['n \t1+([*\n \t14))? 0.375 1
#19  CVE-2019-17592 (\-|\+)?([1-9]1+[@-9]%) (%= 1A 2([1-91+[@-0]%) 15936 V. (\-]\$)?[1-8]\d# 4305 1
§20 CVE-2020-5243  #([*:]+) * ([ : J+) + 1.406 1 x([*: 1+) # 2102 1

Difficulty of prevention of ReDoS-vulnerabilities.

Instead of avoiding certain patterns of regexes as prerequisites of ReDoS attacks, developers or
users expect to address ReDoS-vulnerability from its root cause---the ambiguity of regexes. Indeed,
ambiguity can lead to catastrophic backtracking that causes ReDoS attacks.

How to avoid generating these ambiguous regexes effectively is a distinct
merit of our work over existing techniques.

Regex Repair.

The second problem is to repair an incorrect (i.e., rejecting some examples in
S* or accepting some examples in $7) or ReDoS-vulnerable regex r (i.e.,
ReDoS-prone) with respect to a positive example set ST and a negative
example set S~

The idea is quite similar to regex synthesis: to use deterministic regexes when

possible.

 Starts with a deterministic k-OA, which is converted from the given regex r.

* Then it searches for a k-OA which can accept the most positive examples
and/or reject the most negative ones among those in the neighborhood (i.e.,
those with one different value from the current k-OA).

* Keeps on searching, until it finds a deterministic k-OA that accepts all the
positive examples and rejects all the negative ones, or the number of iterations
exceeds a given number (set to be 200 in this paper).

Positive set Negative set
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The effectiveness and efficiency of incorrect regex synthesis

Benchmarks Bin-5yn-Regex | Multi-Syn-Regex
. Avg. Avg.
Technique #50l (%) #C5ol (%) #Vul #50l (% #CSol (%) #Vul
Time (s) Time (s)
RegexGeneralor++ | - - - - 50 (100% 3 (6%) 0 198.0
GP-RegexGolf - - - - 50 (100% 7(14%) 1 3B89.6
AlphaRegex 50 (100%) 50 (100%) 21 7.6
FlashRegex-Exact | 50 (100%) 50 (100%) 0 3.3 38 (76%) 38(100%) 0 5.3
FlashRegex-LCS 36 (72%) 36 (100%) 0O 1.1 29 (58%) 29(100%) O 3.4
FlashRegex | 50 (100%) 50(100%) 0 1.9 38 (76%) 38(100%) 0 4.0
The effectiveness and efficiency of incorrect regex repair
Benchmarks Pos-Rep-Regex Pos-Neg-Rep-Regex
_ Avg. Avg.
Technique #Sol (%) #CSol (%) #Vul #Sol (% #CSol (%)  #Vul
Time (s) Time (s)
Rebele et al [44] | 50 (100%) 50 (100%) 0 0.2 : 2 :
RFixer 35(70%)  35(100%) 3 2.4 1,611 (75.67%) 1,611 (100%) 349 9.3
FlashRegex 35(70%)  35(100%) 0 1.5 1,948 (91.50%) 1,948 (100%) 0 1.6

Summary to RQ1: FlashRegex can synthesize regex efficiently, correctly and safely. The results also confirmed the lack of focus on ReDoS-vulnerability in previous

works, thus making further repair a necessity.

Summary to RQ2: FlashRegex can repair incorrect regex efficiently, correctly and safely. The efficiency is not affected significantly by negative examples, and the

regex after repair 1s free from ReDoS-vulnerability.

Summary to RQ3: FlashRegex can repair ReDoS-vulnerable regex efficiently and correctly. The experiment also indicates the incapability of existing work for

repairing ReDoS-vulnerable regex.

Conclusion

We propose a PBE framework, FlashRegex, which provides three core functionalities including regex synthesis, incorrect regex repair, and ReDoS-vulnerable regex repair.
Ours 1s the first framework that integrates the synthesis and repair of regexes with the awareness of ReDoS-vulnerabilities.




