InstruGuard: Find and Fix Instrumentation Errors for
Coverage-based Greybox Fuzzing (ASE 2021)
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2 if (hdr—magic == MAGIC) exit(1);
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3 entry xent = (entry x) malloc(sizeof(entry)); jz |oc_400CFA J jz 1oc_400CFA
4 fread(ent, sizeof(entry), 1, f);
5 if (ent—type = TYPEA) {
! if (entl0] = 0x6c) { _ I
7 if(ent[1] = 0Ox61) 'Ozﬁgogfw%sr‘
8 if(ent[2] = ©x75) iz 1oc_400CFA 28% (75.68%)
LS Af(e t[3] = _0Oxde) | 0 (0.00%) 3.74 bits/tuple
10 p intf("fdata = %f\n' ( nsigned int *)ent,
t—)data fdata); // crash Fal s S splice 14 8 (21.62%)
11 } 63/64 (98.4u%) 8 (21.62%)
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1 %cmp3l = icmp eq i8 %9, 0x61 0/8129, 0/5320, 0/5784
2 %cmp35 = icmp eq i8 %11, ©x75 2/284k, 0/192k, ©/152k
35 %or.cond71 = and 11 %cmp3l, %cmp35 6/21.1k, ©/100k, 2/186k
0. : io o e/e, 8/0, 0/52.2k
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. | oc_400CFA: - : 13/54.5M, 10/98.UM
5 %or.cond72 = and 11 %cmp39, %or.cond71 — . Instrunentati on
i : : | nstrument at i on : 10.71%/3568, 37.33%
6 br il %or.cond72, label %if.then4l, label %if.end58 lea rdi, fdata_addr
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catdoc 8% 12% 13% 12% catdoc 8%  62% 60% o706 | TS AUAS [5] B 2K S A ks i) 33 T
libjpeg 11% 13% 14% 15% libipeg 12%  65% 58% 31% | o BB ARAE Y] ( Fig6)
ngiflib 8% 8% 8% 8% ngiflib 8%  55% 56% 26%
libming 16% 9% 11% 11% libming 37% 70% - 27%
H Y T.
lupng 1% 17% 18% 19% lupng 1%  64% 63% s | InstruGuardRE 2 & 48 = 1) 4
mp3gain 8% 18% 19% 19% mp3gain 82%  63% 60% 8%, 1BE 21599.9% (Fig7)
binutils 9% 15% 15% 15% binutils 10% 64% 64% 27%
libwav 25% 19% 23% 23% libwav 52% 63% 45% 35% A
mpg321 i i 13% 14% mpg321 i i i si, | 1B R G AR P AE IS IR 1298 1) B
libpng 6% 15% 17% 21% libpng 6%  65% 61% 2% | J7 ERINEIF ( Fig 8) -
libtiff 12% 14% 16% 20% libtiff 13% __ 63% 60% 52%
Average 11% 14% 15% 16% Average 24% 63% 58% 35%
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Program ASM) . -
Fix  Rate Rate Rate Average number of discovered vulnerabilities
catdoc 294 0 100% 186 0 100% 91 0 100% Ori Fix
cipeg 1,038 1 99.89% 520 0 100% 403 0 100% .
it 95 0 100% 41 0 100% 32 0 100%
st 1,059 0 100% 688 0 100% 1,416 1 100%
lupng 452 0 100% 580 0 100% 362 1 99.72% 20
mp3gin 407 0 100% 454 0 100.00% 2.279 0 100%
am 7.729 15  99.81%  7.595 1 99.99% 4088 1 99.98% 20
objdump 10,789 39 99.64% 10,856 5 99.95% 6,524 1 99.98%
e 7,667 19 99.75% 7,516 1 99.99% 4,084 1 99.98% 15
steip 7,649 14 99.82% 8,881 4 99.95% 4,638 1 99.98%
wav_gain 24 0 100% 20 0 100% 55 0 100% 10
mpg321 356 0 100% 223 0 100% - - -
Dhgie 2,079 1 99.95% 1,616 7 99% 597 0 100% 5 /
GfP2pdf 3,199 4 99.87% 2,809 16 99.43% 1,857 0 100% —
ti2ps 2.752 1 99.96% 2.425 4 99.84% 1,766 0 100% . 0 _ ‘
N Average 99 919, AFL(ASM) AFL FairFuzz MOPT MemLock
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