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Characterizing and Detecting Bugs in WeChat Mini-Programs
44th ACM/IEEE International Conference on Software Engineering (ICSE 2022)
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Bugs can occur during the development of Mini-Programs
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O We call WeChat Mini-Program bug as WeBug
~ OWeBugs can lead to runtime errors
location bluetooth file access payment O Millions of errors are reported everyday

The first empirical study on WeBugs
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Detecting WeBugs

[0 Bug Pattern 1. Incorrect invocations of platform-dependent APIs
[0 Bug Pattern 2. Incomplete layout adaptation to anomalous screens
0 Bug Pattern 3. Improper handling of return data when invoking asynchronous APIs

Detection Results

1. getlist: function(){ | P2
@ . g“ijﬁ(ﬁ;ﬁaijtji§?° wxchat-mail | Email 0 1 0 0 1(1)
) 11st. foreach (function(1iten)){ | HITMers Attendance| 0 1 0 0 1(1)
ot i e ——
Safe area . ‘;[ji;e;;; o ) request() \ P eani Notebook 0 1 0 0 1(1)
' TRLr CE{rEs.tate) taro-music Music 0 1 0 0 1(1)
fail: function (res){ return cb weapp-mark | Social 0 1 0 1 0 (0)
- M % nideshop Shopping 2 0 0 0 2 (0)
- Cb-'ist-fffeach Gitter Git 0 1 0 0 1 (0)
pinche Travelling 0 0 1 0 1(0)
we-app-ssha |News 2 0 0 0 2 (2)
Total 4 7 1 1 11 (7)
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Sheet1

		列1		Total		SDK		Third party

		12/1		107,793,706		11,627,928		95,961,299

		12/2		101,486,373		13,313,180		87,898,158

		12/3		113,341,248		22,494,436		90,490,331

		12/4		115,496,146		25,854,621		89,313,888

		12/5		116,724,037		11,255,916		105,399,220

		12/6		116,724,037		7,617,186		94,350,562

		12/7		116,724,037		12,851,952		85,297,258

		12/8		116,724,037		12,952,716		96,698,418

		12/9		116,724,037		12,873,140		91,636,526

		12/10		116,724,037		12,956,119		92,680,674

		12/11		116,724,037		13,730,898		99,618,086

		12/12		116,724,037		10,188,036		106,861,084

		12/13		116,724,037		7,451,406		100,807,411

		12/14		116,724,037		12,849,450		91,294,404

		12/15		116,724,037		12,795,913		90,515,959

		12/16		116,724,037		13,234,618		93,924,775

		12/17		116,724,037		13,385,026		102,903,615

		12/18		116,724,037		13,607,365		113,123,484

		12/19		116,724,037		8,274,474		101,522,340

		12/20		116,724,037		6,597,545		99,787,273

		12/21		116,724,037		11,782,310		92,898,715

		12/22		116,724,037		12,057,360		90,110,683

		12/23		116,724,037		12,555,240		96,320,365

		12/24		116,724,037		11,862,396		96,212,000

		12/25		116,724,037		12,093,881		105,256,317

		12/26		116,724,037		7,322,746		117,301,708

		12/27		116,724,037		5,411,168		112,299,530

		12/28		116,724,037		8,421,151		96,229,289

		12/29		116,724,037		8,233,991		95,151,555
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