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I Background

* Static Bug Finders (code analyzer) * Researches on Static Bug Finders
+ Leverage predefined heuristic static + Filter out false positives reported
analysis rules + Design new static analysis rules
+ Scan source/binary code o Less attention on incorrectness of
+ Report violations as warnings existing rules
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I First Work targeting at Correctness of Static Bug Finders

¢ Differential testing approach to detect bugs in rules of four widely-used static bug finders

¢ A qualitative study about the bugs found

¢ A heuristic-based rule mapping method which combines the similarity 1n rules’ description
and the overlap 1n warning information reported by the tools, to retrieve paired rules across
static bug finders for differential testing

¢ 46 reported bugs in the static bug finders, among which 30 are fixed or confirmed
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* Retrieving Paired Rules * Identifying and Categorizing Bugs
o Description Similarity: Term similarity, + Manually check the detected inconsistencies
Semantic similarity, Code similarity and 1dentifie the bugs
+ Filtering out less possible rule pairs based + Examine the source code of the static bug
on warning information finders to localize the bugs
R Conduct q manual CheCk tO determine the (Code example a.) Warning reported by both SpotBugs and ErrorProne.
. birker —-fsm/fsm-master/src/fsm/EdgeFsm.java
palred mles public void setDirected (boolean directed )J {
if (directed = false ) throw new IllegalArgumentException(""Fsm are
. . i always directed!""); //warn by SpotBugs and ErrorProne
* Detecting Inconsistencies }
. (Code example b.) Warning reported by ErrorProne only.
¢ Run On 29728 Open Source Java’ prOJeCtS lunchza-VisualHDD/Visual HDD-master/Visual HDD/srec/visual/gui
. ProgramWindow.java
¢ 73% I'U,IGS arc tl’lggel’ed publ'{f_ rnii;l setScaan;tatjus {hn;:{lean b) {L A
. . . . 1 St:alm?ng = b == true mark only by ErrorProne
¢ The medlan number Of trlgger tlmes 1S 163 elsesci?l(]?czfningiclg}zz false && canceled == true)| warn only by

Errorprone
scanning = false ;

I Results and Analysis

e Paired rules

False negative False negative Fals_e_ Overall
o 74 rule pairs from SonarQube and PMD, s lomontation)  Jdefimition). Positive
and 30 rule pairs from SpotBugs and o re— : : .
ErrorProne are finally determined as having PMD 15 4 6 2
identical functionality elp 4 | | g
ErrorProne 4 1 0 3)
e 13 bllg patterns Overall 29 9 8 46
* 13 bug patterns based on bugs’ context and -
root causes, serve as checklist when e e o s o
designing and implementing rules V;M<>\ it " Fatncompan
| PMD: Idemp.oten.tOperations - Ws Zrl?uEM dleCtJ\:\Elrror dle:/nlErrir, ; } B SoE:rg K ‘/—> neF;;?Se i mslbmt rule i, _— /
* 46 detected bugs Wiy D=5 \

o 46 detected bugs about the implementation
or design of static analysis rules, among
______ which 30 are fixed/confirmed
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