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Motivation

» Background: Autonomous Driving Systems (ADSs) are complicated and the safety of ADSs Is
significantly important. Therefore, ADSs must be evaluated thoroughly before they are deployed
Into real world.

» Challenges of ADS simulation testing
v' Perturbations to ADS are not challengeable enough
v High searching cost due to high-dimensional and complex input space
v Low diversity: repeatedly find safety violations similar to ones already discovered
v" Short duration: cannot assess ADSs in long-mile driving

Methodology (MOSAT)
d= (4] E

Monitor Record Replay

Bk 2207 2

Connect

-@&’ Atomic Genes
Variation Suite

43&' Motif Genes

Crossover

Mutation

B Modeling Driving Maneuvers: introduce motif pattern which can create perturbations to ADS
effectively based on atomic maneuvers.
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B Multi-Objective Search

* risks of AV: high probability of ego’s CO||iSi0n£Search Process 1} | |
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» scenario diversity: different trajectories of NPCs
from found safety-violation scenarios Lo
B Spatiotemporally Continuous Simulation Test
» assess ADS in long-mile driving
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» parallel execution of multiple search processes .

Experimental Results
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® Flnd 11 types of safety violations of ApoIIo (a L4 mdustrlal grade full- staok ADS)

@ Compared with existing start-of-art technigues that test ApoIIo

vith AV-Fuzzer

» find more 6 types of safety violations .
* more distinct ego’s safety-violation scenarios

* |lower time cost of scenario generation and execution -

MOSAT

AV-Fuzzer
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